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Intro

Since this application was primarily designed for developers & Windows OS researchers, | will not dwell too much on the
details of the Ul. Keep in mind though that there are two “flavors” of this app: 64-bit and 32-bit. Due to the nature of this
app, those two “flavors” are quite different from one another. You would normally use the appropriate bitness of this app
to match the bitness of the binary file(s) that you want to research. You can tell them apart by looking at the app’s title bar:

€, WinAPI Search - [64-bit]

File Edit WYiew Results Window Help

Installation

You can download the WinAPI Search app from here. The app does not need to be installed in a traditional Windows-sense.
It is what you’d call a portable executable, which means that you can run it from any place you want. Simply un-ZIP two
executable files from the downloaded package to start using the app.

What | would suggest though is that you place both WinApiSearch32.exe and WinApiSearch64.exe into the
same folder. This way they can interact with each other and you will be able to run other bitness of the app from its menu
commands and keyboard shortcuts.

Uninstallation

Uninstallation of the WinAPI Search app is also quite simple. Because there’s no installer involved in the installation, to
remove it simply delete WinApiSearch32.exe and WinApiSearch64.exe files and you're done!

In case you also want to remove all the System Registry keys that the app used during its operation, before deleting the
files, like | suggested above, while the app is still running, go to Help -> Maintenance -> “Delete App’s Temp Files & Registry
Settings” option. It will delete all those things for you. After that you can go ahead and delete the two files as | suggested
above.
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Basic Operation

Let me walk you through and show the features of the WinAPI Search app:

Main Concepts

As its name suggests, the app can search for a specific Win32 API (or a function) by its name (or parts of its name) in
a single or multiple set of binary files and folders. This was the main purpose of writing this app.

Example: Select where you want to search. Say, I'll go with the entire system folder for 64-bit apps:

— =

Browse For Folder...

:I System32 (64-bit)

1= only

System32 (32-hit)

Then specify the File Name(s) that you want to search. Or you can leave it blank to search all files:

Search Location

C: WINDOWS \system 3.2y

[] indude subfolders

Folder:

File Mame: |

[ ] contains regular expressions  more info

Keep in mind though that in this case WinAPI Search app will attempt to open all available files as if they were
binary PE files, which may slow things down. So instead, | will specify which binary files | want to search:

@%

]
v] L]

1 Whole words only Browse For Files...
Binary File Presets... Ctrl+B
Select-All Filter
1whole words orly Regex Composer... Ctrl+R
ults As: | Modules anly Try Regex Matches... Ctrl+T

-
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and then select DLLs, EXEs and SYS files that | think will satisfy my search:

VR ITTLI LW g

Binary File Presets Filter

;1'5_3" Checdk any of the following file extensions to use as the file name search filter:
bifol
. Hold down SHIFT to merge selection: Select... E
.;-__QL File Extension Binary File Description F
EXE Windows Executable
il Diynamic Link Library
— 5YS Windows System Driver E
— |:| ST Sreensaver B
Ere | [ .cpl Control Panel Extension ly
[] .ocx ActiveX Control k.

That will create the following Regex filter for me:

File Mame: | I
Contains regular expressions  more info

(By the way, to learn more about Regex syntax, click “more info” link underneath.)

Then say, | want to know which APIs contain word “password” in them. To speed things up, | won’t be using Regex
for this simple filter:

Search For
WinAPls: | password
[ ]contains regular expressions  more info []caze-sensitive [ ]whele words only
Look In; All Available Present Results As: | WinAPIs in modules

Then click Search and wait for results that will be shown in the list below:

|
P
C:\WINDOWS \system32\MapControlCore. dl - Stop

Results:

Function Mame Matched In Module FromTo Image Name Type Version ™
I_MetServerPasswordSet2 Export logondi.dil logondi.di &4-hit
I_MetServerTrustPasswordsGet Export logondi.dll logondi.dll a4-hit
MsvpMakeSecretPasswordMTS Import MtimShared.dll Lsalso.exe G4-hit
MsvpCredentialToCachePasswords Import MtimShared.dll Lsalso.exe &4-hit

The list will show (from left to right): WinAPI “function name” that matched your search filters; where it “matched
in”, meaning, an export, import table, etc.; “Module From/To” in connection with the previous column (for
instance, if it’s an “Export” than this is the column the API is exported from, or if it’s an “import” this is a module

WinAPI Search - Manual



the APl is imported from, etc.) The “image name” is the file name that matched APl is located in. Then it will show

the “type”, meaning bitness of the image module, “version” is the version of the file, and “description” is the

textual description of the file.

By the way, if you right-click on the search result list header, you can select which columns you want to show there:

Results:
Function Name Matched In
public: static struct ... Delay ¥
ReadPasswordForP... Impar | o
ADALGetPassword,.. Expor i
ADALGetPassword...  Expor
ADALUseUsername... Expor v
DsFreePasswordCr,., Delay |«
DsMakePasswordCr... Delay | .
MetlserChangePas... Delay
MetserChangePas... Delay
MSChapSrvChange... Expor
MSChapSrvChange... Expaor
public: bool Yolume... Expor
public: bool Yolume.,.., Expor
public: bool Yolume... Expor

"

"

Module Fram... Imaaoe Ma...

Function Marme
Matched In
Medule From/To
Image Mame
Folder

Type

Binding

Build Time

PE Subsystem

PE Characteristics
PE Directories
PE Resources
Version

Description
Sort By

Restore Default Columns

Tvpe
it
it
it
it
it
it
it
it
it
it
it
it
it
it

-

Additionally, you can sort by a specific column if you click on its header in the list. Clicking it again will reverse the

order of search.

Note that you can right-click any entry in the Results list to see additional context menu options for it. (This menu

will change depending on what is selected and which list column you clicked in.) Here’s an example:
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Results:
Function Mame Matched In~ Module From... Image Ma... Type  Folder
WinBioMotifyPassw... Export winbiao. dll winbio. dll a4-bit  C:YWINDOWS\system
. - - - ~ = = At m
'.l".'il'll:lil:l.ll."'.lliI'IBi Shuw Il'ifﬂ... Ctr|+| im
NETtUSEFChar Search Online for "'WinBioMotifyPasswordChange' "
alljioyn_creds im
EapHostPeer Copy Ctrl+C im
Cl?ange..ﬁ.-:ccu Copy 'Function Name' "
WinStationSe im
DisMakePass: Copy Image Path m
DSFTESPESST gelect All Ctelen "
public: long [ im
public: long L Preview Search Results... Ctrl+Shift+P M
DsFreeFassy im
Open 'winbic.DLL' for Search... |
. . . —
Begin Searching ‘winbio.DLL'...
Begin Searching ‘winbio.DLL' Imports...
Begin Searching ‘winbic.DLL' Exports...
Open 'winbicext.dll' in Windows Explorer
Open Folder in Windows Explorer
Properties: 'winbicext.dll'...

Most options in this menu are self-explanatory. Here are just a few to boot:

- Search Online for ‘Item’ — will change depending on which column you clicked. It will open your web browser
and initiate an online search for that specific item. This is especially handy after clicking on the function name

column to search for information about that function. (By default the app uses Google. But you can change that

in Settings by going to Edit -> Settings.)
- Copy ‘Column Name’ — will change depending on which column you clicked. It will copy whatever is displayed
in that column onto Windows Clipboard.
- Open ‘module’ for Search — will change depending on the column you clicked. It will open another instance of
WinAPI Search app with that particular module selected for search.
- Begin Searching ‘module’ — will change depending on the item you clicked. It will open another instance of
WIinAPI Search app and begin searching that module automatically.

In case the main Results list becomes too unmanageable, right-click it and select “Preview Search Results”, or just
hit Ctrl+Shift+P on the keyboard. It will open the search results list in a read-only HTML document in your web

browser for easier reading.

Lastly, the “Show Info” option will display a new popup window with a full report about a specific function that was

selected in the Results list. You can also achieve the same by double-clicking any Results list item. (Also note that

you can open more than one “Show Info” window, side by side.) Such window may look like this:
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WinAPl: WinBioMNotifyPasswordChange

c Image: | C:‘I,WINDDWS‘I,systemSE\,winbiuext.d|
&
- C Export From
64-hit Module Name: | winbioext, dl |

Resolves To: |C:‘|,WINDDW5‘|5YSTEI'~'13|

Info:

WinBioMotifyPasswordChange ~
Type: C Function (Exported)

Arcess: Read/Execute

Module From: winbioext.dl

Resaolves To: C:WINDOWSYSYSTEM3 2 Wwinbio, DLL
Description: Windows Biometrics Client APT

Offset (File): Ox19AC0

Offset (Mapped): 0x1A&CO

Image File: CAWINDOWS \system 32 winbioext. dll
Type: 64-hit

Binding: IUnbound b
£ >

Note that in this popup window you can also click both “...” buttons for additional context menu options:

Ywinbioext.d E

Open 'winbicext.dll' for Search...

Begin Searching ‘winbicext.dll'...
\SYSTEM3|| .. Begin Searching ‘winbicext.dll' Imports...
Begin Searching ‘winbicext.dll' Exports...

Search Online for "WinBioMotifyPasswordChange'
Search Online for ‘winbicext.dll’

-“;i;FiD-DLL Open 'winbicext.dll' in Windows Explorer...

Properties: 'winbioext.dll'

vinbioext.dll

If you want to save the search results in a file, go back to the main WinAPI Search window, and select File -> Save
Search Results:
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& WinAP| Search - [64-bit]

File Edit VYiew Results Window Help
Mew Instance Ctrl+ M
Mew Instance (32-bit) Ctrl+5hift+ M —

Pick Files... Ctrl+ 0
Pick Folder... Ctrl+5hift+ 0 B
Save Search Results... Ctrl+Shift+5 25

Save Status Output...

Exit |

You will have an option to save it as HTML file, or as a plain text file.

Additionally, if you want to monitor the diagnostic output during the search, you will need to display the Status
Output window. You can do so from the main menu by going to View -> Status Output:

€. WinAPI Search - [64-bit]

File Edit WView Results Window Help
Search Lo PE Header Filters

Status Cutput
Falder:

Search Result Infa...

This will display it at the bottom of the main window:

LTINS G338 Ul aea LI L [=TE e TTE T Tl e M e 1) MTLIL b WV AL VY D @Y ST RS Ll L VYA RILE U | DT VIS LAl

MinCrnal s nmnedTe Tramort i A e sailecona~ Al £A it L MAITRINEL IO b n s b 3L i B | Llnelendabnen Carsien T i
Status Output:

L]
Search Finished in 31s:000ms:
File(s) Searched=4017, Error(s)=0, Warnina(s)=0.
Result(s) Found=331. hd

“Look In” Filter

You can also use the WinAPI Search app to search for specific function(s), used in a certain way. Say, if you want to
know which of the system libraries imports FindFileEx function, you would select it first (as was described above),
but before hitting Search, you would also click on the “Look In” link and specify “Look in import table” option:
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Search Location

Folder:

File Mame:

Search For

WinAPIs:

Look In:

| C:\WINDOWS \system 32}

[]Incude subfolders

~#.dls
Contains reg

[] &l available locations

| FindFileEx

|:| Contains re

All Available

0;0)

[] Look in "Export” table

Look in "Import” table

[ ] Logk in "Delay Load” impart table

[ ] Look in {imported) ordinal functions

[ ] Look in forwarded {(exported) functions
[] Look in C functions only

[] Look in C++ functions anly

Or, you can use WinAPI Search app as a replacement for Dependency Walker. Say, if you want to get all APIs
from, say, shell32.dll, you would select that DLL first and then leave all other filters blank. It will produce the results
pretty similar to what Dependency Walker may do, but with many more additional options:

& WinAPI Search - [64-bit]

File Edit View Results Window Help
Search Location
Folder: | C*\WINDOWS\system32\ v [ m‘
(] indude subfolders ﬂ
File Name: | shell32.di vl [
(] contains regular expressions  more info [Jcase-sensitive [Jwihole words enly
Search For
WinAPIs: | ~
(] contains regular expressions  more info [J case-sensitive [Jwhele words only
Look In: All Available Present Results As: | WinAPIs in modules il
SEARCH Stop
Results:
Function Name Matched In~ Module From... Image Ma... Type Folder Version Description ~
CfizetPlaceholderst... Delay-lo... CLDAPLGI shell32.dI a4-bit  C:AWINDOWS\system32y 10.0.1... Windows Shell Commaon...
CfizetSyncRootInfo... Delaylo... CLDAPLdI shell32.dI a4-bit  C:AWINDOWS\system32y 10.0.1... Windows Shell Commaon...
CfizetPlaceholderst... Delay-lo... CLDAPLdI shell32.dI 64-bit  C:\WINDOWS\system32y 10.0.1... Windows Shell Commaon...
CfHydrateFlaceholder Delay-lo... CLDAPLGI shell32.dll a4-bit  CWWINDOWS\system32Yy 10.0.1... Windows Shell Common...
ChangeServiceCon... Delay-lo... api-ms-win-s... shell32.dl 64-bit  C:AWINDOWS\system32y  10.0.1... Windows Shell Commaon...
PowerGetActiveSch... Delay-lo...  api-ms-win-p... shell32.dl a4-bit  C:AWINDOWS\system32y 10.0.1... Windows Shell Commaon...
#104 DelayLo... profapi.di shell32.dI a4-bit  C:AWINDOWS\system32y 10.0.1... Windows Shell Commaon...
Brp47GetMlsForm Delay-do... Becp4flangs.dl shel32.dl 64-bit  C:\WINDOWS\system32y 10.0.1... Windows Shell Commaon...
Bcp47FromHkl Delaydlo... Bcp4dlangs.dl shell32.dl a4-bit  CWWINDOWS\system32Yy 10.0.1... Windows Shell Common... v
Status Output:
~
Search Finished in 17s:406ms:
File(s) Searched=1, Error{s)=0, Warning(s)=0.
Result(s) Found=2911. b
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Or, if you don’t care about any specific APIs and just want modules in shell32.dll, clear all filters, and then in
“Present Results As” select “Modules Only”. It will produce a shorter list of modules imported by shell32.dll:

£, WinAPI Search - [64-bit]

File Edit View Results Window Help
Search Location
Folder: | C:WINDOWSsystem32) v [ o
[ ]indude subfolders ﬁ
File Name: | shel32.di [
(] contains reqular expressions  more info [ case-sensitive [J whale words only
Search For
WinAPIs: | ~
[J contains regular expressions  more info ] caze-sensitive [J whole words only
Look In: All Available Present Results As: | Modules only ~
SEARCH Stop
Results:
Function M...  Matched In Module From,To Image Ma... Type  Folder Version Descripiion ™
DelayLoad Import  ext-ms-win-stora... shell32.dl 64-bit  C:\WINDOWS\system32\ 10.0,17753.348 Windows Shel
Delay-Load Import  ext-ms-win-stora... shell32.dl 64-bit  C:AWINDOWS\system32y  10.0.17763.348 Windows Shel
Delay-oad Import  ext-ms-win-gui-d...  shel32.dl 64-bit  C\WINDOWS\system32\  10.0.17763.348 Windows Shel
Delay4oad Import  CLDAPL.dI shell32.dll 64-bit  CAWINDOWS\system32\  10.0.17763.348 Windows Shel
DelayLload Import  api-ms-win-servi,..  shell32.dl 64-bit  CAWINDOWS\system32\  10.0,17753.348 Windows Shel
Delay-Load Import  api-ms-win-powe,..  shell32.dl 64-bit  C:\WINDOWS\system32\  10.0,17753.348 Windows Shel
Delay-Load Impo...,  profapi.dl shell32.dll 64-bit  C:\WINDOWS\system32\ 10.0,17753.348 Windows Shel
Delay-Load Import  Bcp47Langs.dll shell32.dll 64-bit  C:AWINDOWS\system32y  10.0.17763.348 Windows Shel v
£ >
Status Output:
~
Search Finished in 1s: 172ms:
File(s) Searched=1, Error{s)=0, Warning{s)=0.
Result{s) Found=193. b

Regex Filters

Most of the search filters in the app support Regular Expressions (or Regex.) The explanation of the Regex syntax is
beyond the scope of this short manual. I'll just say that the WinAPI Search app supports full ECMAScript Regex
syntax. In case you’re new to Regex, most edit boxes have “more info” links below them that will open a popup
window with a short tutorial about supported Regex.

| personally don’t like messing with Regex too much, and instead prefer using the “Regex Composer” that is
available from many “...” button context menus. You can also invoke it by hitting Ctrl+R on the keyboard:
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=L Lu
=
Contains regular expressions  more info [ ] case-sensitive Whole words only Browse For Eiles...

Binary File Presets... Ctrl+B

| Select-All Filter

[]contains reqular expressions  mare info [ ] case-sensitive []whale wards anly

Regex Composer., Ctrl+R
All Available Present Results As: | Modules only Try Regex Matches... Ctrl+T

It will show this nifty window that can allow you to specify the Regex in a visual way, without worrying about the
correct Regex syntax and proper escaping:

Regex Composer

File Edit View

Condition to the left of search word:  Search word(s): Condition to the right of search word:

Beginning | Any character (0 or more) ~ ~ Ending
Beginning | Any character (0 or more) w w Ending
Beginning | Any character (0 or more) w | .SYS v Ending
[ ]Beginning W I:I ~ | [ ]Ending
[ ] Beginning bl I:I ~ | []Ending
For matching of;
Any OME of the words above “ [] case sensitive

(L exes) |(~ =\ dIg) (™, F\.sys8)

Cancel

And, one more thing about Regex. In case you’re not sure if your particular Regex has any effect or not, you can try
it out using the “Try Regex Matches” option, that is also available from many “...” button context menus, or from
hitting Ctrl+T on the keyboard. It will show a popup window that will help you to try out which text your Regex can
match with. Here’s an example:
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Try Regex Matches

Regular expression: mere info
| (- Fexe8) (-5 dIS) (. ") syss) )
|:| Case sensitive Grammar: |ECMAScript syntax o

Evaluated regex within 0s:000ms as 1 compaonent(s).

Text to match with regular expression (each line): Match Results:

my file.dl Match
file.Dll Match
ather. twt Mo Match
file2.dllz| Mo Match

By typing search patterns into the bottom window on the left you can see if the Regex on top produces a match in
the column on the bottom right. The matches are done by each ling, in real time as you type.

“Import Libs” Filter

You don’t have to necessarily search by an API (or function) name. You can search by the name of an imported

library too. For instance, if you want to find all system modules that import shell32.dll, first select “Import Libs” in
the “Search For” section:

Search For

: | shel3zd
WinAPls EXpressions

. Import Libraries

Then specify “shell32.dll” as a search word, and click Search:

Search For
Import Libs: | shell32.dll -
[] contains regular expressions  mare info [ case-sensitive [ ]whole words only
Look In: All Available Present Results As: | Modules only =

The resulting list will contain module names that import shell32.dll library:
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Results:

Function M... Matched In Madule FromTo Image Name Type  Folder Version Description "
Imported Library SHELL32.dIl wudriver.dll e4-bit  C:AWIMNDOQ... 10.0.17763.1 Windows ...
Imported Library SHELL32.dIl WUSS,.EXE 64-bit  C:\WIMDO... 10.0.17763.1 Windows ...
Imported Library SHELL32.dIl wwanconn. dll 64-bit  C:\WIMDO... 10.0.17763.1 Wireless ...
Imported Library SHELL32.dll wwanmm. dll a4-bit  C:\WINDO... 10.0.17783.1 WiWan Me. ..
Imported Library SHELL32.dll Wwanpref.dil a4-bit  C:\WINDO... 10.0.17783.1 Wireless ...
Imported Library SHELL32.dIl ¥psGdiConverter.dl 64-bit  C:\WINDOQ... 10.0.17763.1 %P5 to GD...
Imported Library SHELL32.dIl wpsrchvw, exe 64-bit  C:\WINDQ,... 10.0.17763.134 %P5 Viewer
DelayLoad Impo... SHELL32.dI wwizards.dll e4-bit  C:AWIMNDOQ... 10.0.17763.1 Extensible. ..
Imported Library SHELL32.dIl zipfidr.dil e4bit  C:\WIMDOQ... 10.0.17763.107 Compress... v

These are just some random possibilities of how you can use the WinAPI Search app.
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PE Header Filters

The WinAPI Search app also supports searching for binary files with specific PE header details. To do that you need
to check PE Header Filters in the View menu:

%, WinAPI Search - [64-bit]

File Edit  Wiew Results Window Help

searchlo ¥ PE Header Filters
Status Output —

Folder:

&, WinAP| Search - [64-bit]

File Edit View Results Window Help

Search Location

Folder: | C:WINDOWS system32) V][ AP
[Jindude subfalders ﬂ

File Mame: | (" Fexef (IS sys8) v |
Contains regular expressions  more info [[] case=sensitive Whaole words only
Search For
winaets: || v
[]contains regular expressions  more info [[] case-=ensitive [] whole words only
Look In: all Available Present Results As: | WInAPIs in modules Gl

PE Header Filters

Type: Al Types Subsystems: Al Subsystems
Characteristics:  All Available

Directories: All Available

Time Stamp: From: Any Date To: Any Date

The “PE Header Filters” section provides additional filters to search by. Let me quickly explain them for you:

- Type: allows to search for binary files of certain bitness and type. You can select one or more options. If nothing is
selected, this filter will be off (or in other words, it will accept all binary types.)
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‘Image Type' Filter

Match All

[ ] 32-bit Executable Images
[ ] 64-bit Executable Images
|:| ROM Images

Description

This window lets you spedfy types of
image files to search. If nothing is
selected, will search any image file,

Cancel

- Subsystem: allows you to search for binary files with specific types of PE header subsystem. Just as the filter
above, you can specify one, or multiple options here. Selecting none will “match all” in this category:

'PE Header Subsystemns' Filter

F Match All
. [] Boot Application

[] Console Subsystem

[] EFI Driver With Boot Services

|:| EFI Driver With Run-time Services

[ ] EFIROM

[ ] Extensible Firmware Interface {EFI) Application
[] Graphical User Interface (GUI) Subsystem
[ ] Mative Subsystem

|:| Mative Win9x Driver

[] 05,2 Subsystem

[] POSI¥ Subsystem

] unknown Subsystem

[ ] windows CE System

[] ¥box System

[] other Subsystem

Description

This window lets you specify PE header subsystems of
an image file to be suitable for search. If nothing is
selected, will search any image file,

Concel
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To learn what each of the items in the list means, first highlight it and then refer to the short description at the
bottom. Additionally you can right-click any item in the list and pick “Search Online For ...” to get more information.

- Characteristics: allows you to search for binary files that support certain PE header characteristics. The list on the
left gives you an option to check which characteristics you want to use in your filter. The list labeled “Value” on the
right allows you to specify whether you need that characteristic to be on (when checked) or off (when unchecked.)

'PE Header Characteristics' Filter

Match All
[] address Space Layout Randomization (ASLR)

|:| App Container

[] Buffer overrun Chedks

[] code Integrity Signature Checks
[] contral Flow Guard (CFG)

[] Data Execution Prevention (DEF)
[]ow

] Executable

[] High Entropy ASLR {54-hit)

[] Large Address Aware {32-bit)
[] Manifest Isolation

[] Network-Run-From-Swap-File
[] Mo Binding

[] Mo sEH

[] Removable-Run-From-Swap-File
] stripped Base Relocations

[] stripped Debugging Info

[] stripped Line Mumbers

[] stripped Symbols

|:| System Image

|:| Terminal Server Aware

[] uniprocessor Only

[] vce pelayLoad Imports

] woM Driver

[] 32-bit Machine

Oooddooooooddooooooddaoon %

Description

This window lets you specify characteristics of an image file to be suitable for
search. If nothing is selected, wil search any image file, Each chedked line in
the left list can have on or off value that can be spedfied in the right list.

Corcel

To learn what each of the items in the list means, first highlight it and then refer to the short description at the
bottom. Additionally you can right-click any item in the list and pick “Search Online For ...” to get more information.

- Directories: allows you to search for binary files that contain certain PE header directories. The list on the left
gives you an option to check which directories you want to use in your filter. The list labeled “Value” on the right
allows you to specify whether you need that directory to be present (when checked) or absent (when unchecked.)
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The “Resources Directory” filter is a special filter that allows you to specify if you want to match binary files that
contain certain resources. If it’s checked by itself in the list on the left, the filter will match any resources. If any of
its sub-items are checked as well, the filter will only use those specific resource types for the search.

'PE Header Directones' Filter

Match All Value:
[ ] .MET & COM Runtime Descriptor Al -
[ ] Architecture-Spedific Data Directory ]

[] Base Relocation Table Directory

[] Bound Import Directory

[ ] Debug Directory

] celay-Load Import Table Directory

[ ] Exception Directory {54-bit)

|:| Export Directory

[] Global Pointer

[ ] Import Address Table (IAT) Directory
[] Impert Directary

[] Load Configuration Directory

[] security (Signatures) Directaory

[] Thread Local Storage (TLS) Directory
|:| Resources Directory

|:| - Accelerator Resources

|:| - Animated Cursor Resources

|:| - Animated Icon Resources

[] -Eitmap Resources

[] - cursor Resources {Hardware-Dependent)

[] - cursor Resources {Hardware-Independent Group)
|:| - Dialog Box Resources

[]

OOooooooodooogoodoooddg

- DlgIncude Resources W

Description

This window lets you specify PE header directories to be present in an image file to
be suitable for search. If nothing is selected, will search any image file. Each checked
line in the left list can have on or off value that can be spedfied in the right list.

Cancel

To learn what each of the items in the list means, first highlight it and then refer to the short description at the
bottom. Additionally you can right-click any item in the list and pick “Search Online For ...” to get more information.

- Time Stamp: allows you to search for binary files with specific time-stamp of when they were compiled. (Note
that executables compiled for Windows 10 may not use time-stamps anymore.)

This filter is presented as a range FROM and TO. If any of the end dates of the range are not specified, this creates
an open range that matches everything on that side.

The date and time for this filter must be provided for the local time zone (where the WinAPI Search app is running.)
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"Time Stamp’ Filter: TO

[ Juse any date

1 April 2019 k

Su Mo Tu We Th Fr Sa
i1 1 2 3 4 5 6
7T 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 2% 26 27
28 29 30 1 2 3 4
5 6 7 8 9 10 N
Today: 4/13/2019

-

Time: 11:59:59 PM =

Local date and time. For a match, the image
timestamp has to be on or before this date.

Cancel

Each of the filters above allows searching using additive conditions.

When all filters are specified, their brief annotation will be included in the main WinAPI Search window:

PE Header Filters
Type: Al Types Subsystems: Console | GUI | Mative
Characteristics: AppCinr=0 | ASLR=0 | ASLR-54=0 | CFG=0 | DEF=0 | Dll=0 | Exe=0

Directaories: iNET=0 | Dbg=1 | Exports=1 | TLS=1 | Rarc:Any

Time Stamp: From: 4/12/3019 To: 4/15/2019 5:59:53 PM

Lastly, if you want to clear out all PE filters at once, go to Edit -> “Clear All PE Header Filters”, or hit Ctrl+Shift+D
shortcut on the keyboard. Additionally, if you hide the PE Header Filters via the View menu, they will not be used
for the search.
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Error Code Search

This little popup turned out to be quite handy. Its main function is to search for error codes in system (and other)
binary files. How often have you run into some 0x80072f8f error and had no way of knowing what it means?

In the main WinAPI Search window, go to View -> “Error Code Search” and type in the error code you want to find,
click Search and let that window find it for you. Here’s an example:

Error Code Search X

File Edit Wiew Results Presets

Error Code To Search Far

Error Code: | 0xBO072f3f . |
Example: 5 or 0x8003001E or 4D002h

Search In
Preset: | System32 (Mo subfolders) e AW
CAWINDOWS \system32Y Mo subfolders
SEARCH Stop
Results:
Error Message Module Description

0x80072F3F = Content decoding has failed  C\WINDOWS\system32%...  Windows NT ...
0x80072F3F = Content decoding has failed  C:\WINDOWS\system32W...  Windows NT ...

Note that you can open multiple “Error Code Search” windows.

Additionally you’re not just limited to searching the System32 folder only. You can provide additional search folders
(such as Program Files folder, and others.) This popup also supports saving your search locations in presets, as well
as saving your search results into a text file. You can also customize the output columns in the Results list by right-

clicking on its header.

More options are also available after a right-click on an item in the Results list:

WinAPI Search - Manual



20

Results:

Error Message Maodule Description

0x80072F8F = Content decoding ha - Ll L e

0x80072FEF = Content decoding ha Copy Ctrl+C
Copy Error Message

Copy Module Path

Select All Ctrl+A L
Add As Search Path
Open In Windows Explorer

Properties...

Also note that this popup is much more powerful than the “Error Lookup” tool included in the Visual Studio. Unlike
that tool, this popup can search through multiple system modules that may contain your specific error code. Also

note that due to that specific design, this popup may find multiple instances of the same error code in multiple
binary modules.
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Error Message Search

This window is an opposite of the “Error Code Search”. It is less useful for general public and is more appropriate

for Windows developers. It allows you to search for error codes using their textual representation. For instance, if
you’re developing your Windows application or a system component while using Win32 Error Codes, or HRESULT
values to return errors to the callers, you might be struggling to find needed error codes for a specific context.

Here’s an example. Say, you’re coding a function that displays something on the screen and you’re working on a
branch of code that receives an invalid monitor handle. What error code would you use? This popup will help you
find it.

In the main WinAPI Search window, go to View -> “Error Message Search” and specify the text that your error
message should have. | would suggest being less specific (because there are not that many error messages
available.) My preferred way is to hit Ctrl+R to bring up the Regex Composer. Then provide what you’re looking for.
In our case we need to find an error code that contains both words “monitor” and “invalid”. It may look like this:

Regex Composer

File Edit View

Condition to the left of search word:  Search word(s): Condition to the right of search word:

[ ]Beginning et ~ | []Ending
[]Beginning i ~ | []Ending
[]Beginning w I:I “ | [ ]Ending
[]Beginning bl I:I ~ | [ ]Ending
[ ]Beginning i I:I ~ | []Ending
For matching of:
Combination of ALL words abowve, in any order W []case sensitive

(7= "monitor)(? =. Finvalid)

Cancel

This will create a nice Regex for us. Then | will specify the quickest search criteria, i.e. “Win32 Error Codes” and hit
Search. In a little bit you will have your results:
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Error Message Search

File Edit View

Search Localized Error Messages

@ Search Word: | (2=, "monitor) (?=. "invalid) -

Contains regular expressions  maore info [] casesensitive Whole words only
Language: User Default: English (United States) e
Search In: Win32 Error Codes
SEARCH Stop

Results:
SearchWord: ™=, *monitor)(?=. Sinvalid)”, Range: {Win32:[0 to 11999]; Win32:[12175 to 15999]; Win32:[12000 to 12175]:5ys="w

Code Win32 Errars
1461 = Invalid monitor handle.
Code Win32 Errars

15201 = The monitor's YCP Version (0xDF) VCP code returned an invalid version value.
15206 = The monitor returned an invalid monitor technology type. CRT, Plasma and LCD (TFT) are examples of monitor technology

Search finished, found 3 match{es) in 7s:515ms.

< >

See that this window found error code 1461 that matches exactly what we need. Now you can specify it in your
code by its numerical value to have a good (and localizable) error code in your function branch.

Note that this popup additionally supports searching through other (installed) languages, available through the
“Languages” drop-down box. Additionally you can save the search results in the text file (via the File menu), or copy
them to the Clipboard.

And just like with the “Error Code Search” popup, you can open more than one of these windows.

You can also broaden the scope of your search by clicking the “Search In” link. It provides a vast array of search
locations for you to choose from, such as when you want to search the HRESULT message scope:
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Search Error Ranges

[](%) Rezerved bit 27

File Edit Presets
Preset: |HRESULT Codes (Basic) e | - + | -
Code From Code To Type Library Mame Error Range Mame
0x80000000 Ox8000FFFF HRESULT Default Fadlity Errors
0xB80010000 0xB8001FFFF HRESULT RPC Subsystem Errors
Ox80020000 Ox8002FFFF HRESULT COM Dispatch Errors
0x80030000 0x8003FFFF HRESULT OLE Storage Errors
Ox80040000 Ox8004FFFF HRESULT COM/OLE Interface Manag...
Ox80070000 Ox8007FFFF HRESULT Win32 Fadility Errors
Selected Error Codes Range
Type: |HRESULT w Mame: | Default Facility Errors o |
Code From; | 080000000 = [indlusive] Code To: 0x8000FFFF -2 [incusive]
System Error Code  ~
(5) Severity bit 31 Fadility Bits
E (R) Warning bit 30 FACILITY_NULL (0x0) v
(C) Custom bit 29 )
Ooonreomenezs  Meent 00000000000
26 25 294 23 22 21 20 19 18 17 16

Cancel

Using this nested popup, you can

select more than just a Win32 Error Code range.

Also note that this nested popup allows you to create your own search presents, as well as to edit provided error

code search ranges. | will let the reader discover the rest, as all these nuances are outside of the scope of this basic

manual.

Lastly, please note though that the search done by this window is performed /ive, without caching of any results. So

by specifying a very large scope you may be slowing down your search process.
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Undecorate C++ Symbols

This is a very simple window (mostly for developers and researchers) that allows to demangle (or un-decorate, in

the Microsoft lingo) previously mangled C++ function and variable names.

You can open it up by going to View -> “Undecorate C++ Symbols” and then paste your mangled symbol in the field

on the top. The app will automatically demangle it for you in the field below:

Undecorate C++ Symbols x

Decorated C++ MName

Flags: Ful Undecoration

| ?_TrackThumb @@YGXPAUHWND __@@IIIPAUtagSECALC @R EZ

> |

Undecorated Mame

void _ stdeall _TrackThumb({struct HWND__ *,unsigned int,unsigned int,long,struct tagSBCALC =)|

And just like with any other popup windows in this app, you can open more than one window of this kind.

The “Flags” link allows you to specify how exactly you want your symbols to be demangled. The following

Microsoft-specific options are available:

Undecorate C++ Symbol Flags

c“ [JFull Undecoration

G [] UNDNAME_MAME_ONLY

[] UNDNAME_NO_ACCESS_SPECIFIERS

] UNDNAME_NO_ALLOCATION_LANGUAGE
] UNDNAME_MO_ALLOCATION_MODEL

[ UNDNAME_NO_ARGUMENTS

[ UNDNAME_MO_CV_THISTYPE

[] UNDNAME_MO_FUNCTION_RETURNS

[] UNDNAME_NO_LEADING_UMDERSCORES
[ UNDNAME_NO_MEMBER._TYPE
UNDNAME_NO_MS_KEYWORDS

[] UNDNAME_NO_MS_THISTYPE

[ UNDNAME_MO_RETURN_LUDT_MODEL
[ UNDNAME_NO_SPECIAL_SYMS

[ UNDNAME_NO_THROW _SIGNATURES
[ UNDNAME_32_BIT_DECCDE

Description

Disable expansion of Microsoft extended keywords.,

Cancel

(This window’s default flags selection can be changed in the app’s settings, if you go to Edit -> Settings.)
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By right-clicking the items in the list and by selecting “Search Online For ...” you can look up more information on
each available option.

Lastly, note that this window supports the latest Microsoft-specific mangling scheme. It does not support any non-
Microsoft symbol mangling options.
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Settings

Settings for the WinAPI Search app are stored in the System Registry and are shared among all running instances of the app

under the same Windows user account. The app loads its settings upon its startup and later caches them. This means that if

you change any settings while another instance of the WinAPI Search app is running, the new settings won’t take effect

until that instance of the app is re-started.

To access settings hit Ctrl+K on the keyboard, or go to Edit -> Settings. The settings window is broken down into the

following tabs, or pages:

General

General  Error Search Message Boxes

Information window text magrification: 100 | B

Maximum number of items in Most Recently Used (MRU) helper drop-down lists: | 24 b

Online search query URL: | https:ffwww.google.comfsearch?g="%5%

(Query string must contain %5% as a placehalder for the search word.)

Treat empty search strings as match-all condition

Regex grammar to use for search: | ECMASCript syntax w Info  Mareinfo

WinAPI Search

Maximum size of the status output window: | 100000 | characters

Clear status output window before every WinAPI search
Automatically undecorate C++ function and global variable names during WinAPT search  Info
IUndecoration Flags: NoMSKeywrds

Play error or warning beeps after search failure if user chose not to show a message box
Add online search links to WinAPI search result previews or when saving to HTML file
Indude contents of the status output in WinAPI search result previews or when saving to HTML file

Defaults...

&

Cancel

Information window text magnification — defines how much to magnify help windows. They are displayed, for

instance, when you click “more info” link to show help for the search string use. So you can make it go from:
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.

File View Print

Search String Components

A search string may be composed of several components,
separated by the double-pipe characters | | . This separator
serves the purpese of a logical-OR, meaning that if either one of
the included search string components evaluates to true, the entire
search string also evaluates to true. Depending on the "Contains
regular expressions” checkbox, all components can be either plain
search strings, or regular expressions.

to something like this:

WinAPI Search x

File View Print

Search String Components

A search string may be composed of
several components, separated by the
double-pipe characters || .This
separator serves the purpose of a
logical-OR, meaning that if either one of
the included search string com ponents

Also note that this setting affects default magnification of those helper windows. To adjust the magnification while
such window is displayed on the screen, use Ctrl+Plus, Ctrl+Minus or Ctrl+0 keyboard shortcuts.

Maximum number of items in MRU helper drop-down lists — defines maximum size (or depth) of the helper Most
Recently Used (or MRU) drop-down lists. You can find them throughout this app’s Ul. For instance here:

Undecorate C++ Symbols

Decorated C++ MName

Flags: MoMSkKeywrds

| | ™

lIndecorated Mame

If you click on the down-arrow on the right side of that white text field, it will show entries that were previously
used in it, so you can select them from that list instead of typing them:
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Undecorate C++ Symbols x

Decorated C++ Mame

Flags: MoMSKeywrds

I |~
?_TrackThumb@@YGXPAUHWND __ @EIIIFAUtagSECALC B R @
*ClearSETrack @CUxScrollBar @ @SGXPALHWND _ @@@EZ
?_SysToChar@@YGII1E@Z

xxEndScrol @ @Y GXPALHWND __ @@H @z

HooMoveThumb @ @YGEXPAUHWND _ @ @PAUagSECALC @EHE
HoContScroll @@YGXPAUHWND _ @@IIKEZ

=

By the way, the order with which those items are shown is from the newest on top, to the oldest at the bottom.

In other words this setting controls how many entries should each of those helper drop-down lists remember. If the
list gets too many entries, the old ones will be automatically deleted. Allowed range of entries is from 1 to 64.

e Online search query URL — defines the URL for a search engine to use in the context menu options that have the
following name: “Search Online For ”. This setting allows you to pick your favorite search engine. It uses
Google by default, but, | know, not everyone likes the Big Guy. So if you click the drop-down arrow, it will have an

option for Bing, or Duck Duck Go. Additionally you can type in your own search URL. Just make sure to keep the

%S% placeholder that will be populated by the WinAPI Search app with the actual search text.

You can click “Try” link on the right to see if your edited URL actually works.

e Treat empty search strings as match-all condition — when checked will interpret an empty search string, as “get
everything that exists” condition. If unchecked, empty search strings will not be allowed.

e Regex grammar to use for search — this box allows you to pick the Regex grammar to use. But I'll be honest with
you, don’t change it. The app by default is coded to use ECMAScript syntax, so if you change it, the Regex Composer
will stop working properly. Change this setting only if you absolutely want to do manual Regex entry and for some

reason don’t like the default ECMAScript syntax.

e Maximum size of the status output window — this field holds the maximum number of characters that the output
window will hold before it begins deleting the old content. This window is located at the bottom of the main
WinAPI Search window. (To show it, you may need to go to View -> Status Output.)

< >
Status Output:

e (Clear status output window before every WinAPI search — when checked will clear the status window (shown
above) before every search. Otherwise, a new search may contain status output from a previous search.
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e Automatically undecorate C++ function and global variable names during WinAPI search — when checked, will
instruct the app to automatically demangle (or un-decorate in Microsoft lingo) all mangled symbols in function
names, that were found during the search. So your results may look like this:

Results;

Function Mame Matched In Module Fram,To

public: dass DirectUl::Element * DirectI::Element: :GetTopLevel (void) Delay-Load Imp... DUI7D.dI
public: static dass DirectUl::Value * DirectUl::Value::CreateGraphic(st... Delay-Load Imp... DUI70.4I
public: long DirectJI::DUIXmIParser: :SetXMLFromResourceWithTheme(... DelayLoad Imp... DUI70.dI
public: long DirectJI::DUIXmIParser: :Set¥MLFromResource(unsigned s...  DelayLoad Imp... DUI70.4l
public: long DirectUI: :DUIXmIParser: :SetPreprocessed¥ML (unsigned sh... Delay-Load Imp... DUI70.dI
public: long DirectUI: :DUIXmIParser: :Set¥ML{unsigned short const *,st... Delay-Load Imp... DUI7Z0.dI
public: long DirectUI::DUIXmIParser: :GetSheet{unsigned short const *,... Delay-Load Imp... DUI70.dll

(Note that demangling happens only after the search has finished and may take some time.)

If this setting is off, the list will contain original mangled symbols:

Results:
Function Mame Matched In Module From,To
GetToplevel @Element@DirectJI@@QEAAPEANV 12@XZ Delay-Load Imp... DUIZ0.dI

?CreateGraphic@Value @DirectII@@SAPEAV12@PEAUHICOMN @@ ... Delay-Lload Imp... DUI7ZD.dI
?Set¥MLFromResourceWithTheme @DUIXmIParser @DirectUl@@QEAAD... Delay-Load Imp... DUIZ0.dI
?SetXMLFromResource @DUIXmIParser @DirectUl @@QEAAIPEEGPEAL. .. Delayload Imp... DUIFO.dI
?SetPreprocessedXMLEDUIXmIParser @DirectUL@@QEAAIPEBGPEALH. .. Delay-load Imp... DUIF0.dI
SetMLEDUIXmIParser @DirectUl@@QEAAIPEBGPEAUHINSTANCE_ ... Delay-Load Imp... DUI70.dI
GetSheet@DUIXmIParser @DirectUl @ @QEAA JPEBEGPEAPEAVValLe @2 DelayLoad Imp... DUI70.dI

In this case, to demangle a function name right-click its list entry and go to “Show Info”.

e Undecoration Flags — when you click the link on the right, it will show a popup window that allows you to specify
Microsoft-specific symbol demangling options used by default in the “Undecorate C++ Symbols” window.

e Play error or warning beeps after search failure if user chose not to show a message box — this setting, when
checked, will instruct the app to play a system error beep or a warning if the user chose not to display a message
box (in the “Message Boxes” page in settings.) This is just a fallback option to warn you of an error that took place
during the search. In this case a prudent thing to do is to check the status output window for details. On the other
hand, if those error beeps are bothering you, uncheck this option in settings.

e Add online search links to WinAPI search results previews or when saving to HTML file — this setting affects the

Results -> “Preview Search Results” option, as well as the option for saving the WinAPI search results in HTML file.
When checked, it will add hyperlinks to search online for function and module names, as such:
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Function Na Matche  Meodule From/To  Image N Typ Folder Version Description
me dlin ame e

expf Import  mswert.dll shell32.dl 64- SWindows\Sys 1001713 Windows Shell Co
1 bit  tem32y 4,228 mmon D

floor Import | msvcrt.dll shell32.dl 64- C\Windows\Sys 1001713 Windows Shell Co
1 bit  tem32h 4,228 mraon DI

floorf Import  |mswert.dll sheli22.dl 64- Ch\Windows\Sys  10.0.1713  Windows Shell Co
1 bit  tem32y 4,228 mmmon D

log Import  msvertdll shell32.dl 64- SWindowsh\ays 1001713 Windows Shell Co
1 bit  tem32h 4,228 mmman DI

ceilf Import  msvcrt.dll shell32.dl 64- CA\Windows\sys 1001713 Windows Shell Co
| bit  tem32h 4,228 mrman DIl

AR lrrmert rrvavert All chall22 Al AL TAWInAdmas Ses TN 171 Windaws Shall ©a

When this setting is not checked, those links will not be added:

Function Name Matche  Module From/To Image Typ Folder Version Description
dlin MName e

expf Import  msvcrt.dll shell22.d &4 CA\Windows\Sy 1001713 Windows Shell C
I bit  stem32h 4.228 cmmon DIl

floar Import  msvert.dll chell32d 8d4-  C\Windows\Sy 1001713 Windows Shell C
I bit  stem32h 4.228 emmaon DIl

floorf Import  msvertdll shell32d &d4- CA\Windows\Sy 1001713 Windows Shell C
I bit  stem32h 4.228 emmaon DI

log Import  mswcrt.dll chell32.d &d- CA\Windows\5y 1001713 Windows Shell C
I bit  stem32h 4.228 cmmon DIl

ceilf Import  msvert.dll shell32d &d4-  CA\Windows\Sy 1001713 Windows Shell C

o Include contents of the status output in WinAPI search result previews or when saving to HTML file — just like the
setting above, it affects the option in Results -> “Preview Search Results” or when saving the WinAPI search results
in HTML file. When checked, it will add the contents of the status output window into the report. It will be placed
at the bottom. Here’s an example:

RegietValueEx Import  api-ms-win-core-reg shell32. 64- C\Windows\Sy 100071 Windows Shell
W istry-11-1-0.d dll bit stem32), 34.228 Commen DIl

Status Cutput:

Initiating Search:

SearchFolder="C:\Windows\System32'." (Mo subfolders), SearchfFiles:{"shell32.d11",
Regew=No, CaseSensitive=No, Wholekords=No}, SearchFor="Win4PIs", SearchString:{"",
Regex=No, CaseSensitive=No, WholeWords=Mo}, LockIn="C", PE Filter:{Type="&11",
Subsystems="All", Characteristics="411", Directories="411", TimeFrom="A1ll",
TimeTo="411"}, PresentfAs="APIs-in-Modules"

Search was aborted...

o Defaults — will reset everything on the page to defaults.
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Error Search

General Error Search  Message Boxes

Error Message Search

Maxdimum size of the results window: | 100000 ~ | characters

Display a warning if results window overflows

Error Code Search

Maximum size of the status output window: | 100000 | characters

Clear status output window before every error code search

File extensions for filtering error code search files

| .exe, .dl, .sys, .scr, .cpl, coox, drv, .efi, .acm, .ax, .com, .rll, .rs, .tb, .mui o

(Leave this field blank to search all available files, Or, provide comma-separated file extensions.)

Defaults...

Cancel

e Error Message Search
o Maximum size of the results window — defines the maximum number of characters that the results

window of the Error Message Search popup will hold before it begins deleting the old content.

Results:
~
1461 = Invalid monitor handle.
Code Win32 Errors
15201 = The monitor's YCP Version (0xDF) VCP code returned an invalid version value,
15206 = The monitor returned an invalid monitor technology type, CRT, Plasma and LCD (TFT) are examples of monitor technolc
Search finished, found 3 match(es) in 2s:391ms. W
£ >

o Display a warning if results window overflows — when checked will display a warning message box if the
results window (shown above) goes over its character limit. It may look like this:
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WinAPI 5earch »

The results window is full. O1d searches are being discarded.

Save the contents of the results window and then clear it to
continue the search.

(IMFCx You can increase the capacity of the results window, ar
disable this warning in Settings.)

When this warning is displayed, the search will be paused.

If you disable this setting, the results window will silently erase all old content that doesn’t fit the limit that
is specified by the setting that was described above.

Error Code Search
o Maximum size of the status output window — defines the maximum number of characters that the status
output window of the Error Code Search popup will hold before it begins deleting the old content. (That
window is located at the bottom. To display it you may need to go to View -> Status Output.)

| > |
Status Output:

ErrorCode=0x837A0005, SearchPath(s)=1: A
[Folder]: "C:\Windows\system32Y"

Search finished, found 807 match(es) in 6s:875ms, hd

o Clear status output window before every error code search — when checked will clear the status window
(shown above) before every search. Otherwise, a new search may contain status output from a previous
search.

o File extensions for filtering error code search files — contains a list of (binary) file extensions to scan when
searching for error codes. The drop-down list contains the most commonly used file extensions, but you’re
not limited to those file extensions only. You can type in your own, or leave this field blank to search all files
that are present in the search folders. If you specify your own file extensions, make sure to begin them with
a dot, followed by the text name of the extension, as in: . exe. Separate multiple extensions with commas.

The purpose of this setting is to speed up the error code search, as there’s generally no need to open non-
binary files since those do not contain error code definitions.

Defaults — will reset everything on the page to defaults.
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Message Boxes

General Error Search  Message Boxes

"In the future, do not show me this dialog™ default user selections

Message Box ser Selection

01. Confirmation when search finishes with errors -
02. Confirmation when search finishes with warnings -
03. Confirmation when search finishes without any errors or warnings -
04, Confirmation when search is aborted due to unrecoverable errors -
05, Question to save presets before dosing 'Search Error Ranges' window -
06, Warning shown before importing of error range presets from a file -
07. Warning about overlapping error ranges in 'Search Error Ranges' window -
08, Warning shown before importing of error codes search presets from a file -
09. Warning shown before saving WinAPI results list if it's not fully processed -

Defaults Unchedied message boxes will not be displayed. 'User selection’ will be used instead.

QK Cancel

e Checked list — this list contains names of message boxes that have a checkbox that, in English, is named: “In the
future, do not show me this dialog box”. It may be displayed throughout operation of the WinAPI Search app:

WinAPI 5earch

I Search has finished with 284 warning(s).
0 resultis) were found.

(Refer to the status output for additional details.)

L] Inthe future, do not show me this dialog box

If the user checks that box (marked with yellow in the screenshot above), that popup message will not be shown
again. This window in settings allows reverting such selection or adjusting it even further.

The checkboxes in the left side of the list control whether or not those specific message boxes will be displayed to
the user. (Checked = displayed.) While “User Selection” column contains default message box button selection that
WIinAPI Search - Manual
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will be selected by default if the message box is not shown. If it's a message box with more than just an OK button
choice, you can select it in that column. To do that, double-click that column to cycle through all available options,
or right-click it to see the context menu with options:

01. Confirmation when search finishes with errors -

. Confirmation when search finishes with w

03, Confirmation when search finishes with Show Message Box |
04, Confirmation when search is aborted di

Uzer Selection > es
05, Question to save presets before dosim
0&, Warning shown before importing of err Select All He
07. Warning about overlapping error rangesm-Searorerrorganges-wnoow——  ® OF
03. Warning shown before importing of error codes search presets from a file Temed

09, Warning shown before saving WinAPT results list if it's not fully processed

o Defaults — will reset everything on the page to defaults.
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Bug Reports

As we all know, bugs are an inevitable part of any software. And this one is not an exception. So if you encounter one,

please follow these steps to report it:

Make sure to reproduce the bug.
Then, right after that, while WinAPI Search app is still running, go to Help -> Bug Report -> “Export Event Log” and
provide some location on your drive. Give it some name and click Save to generate it.

3. The app will generate a bug report. You can open it in your web browser to make sure that it doesn’t contain any of

your personal information. (We DO NOT need any of that!)
4. Then go back to Help -> Bug Report -> Submit Bug Report. This will open our website. Please write a short message

in English to explain what the bug is. You will not be able to attach your exported report at this point.
5. When we reply to your message, we will provide you with an email address to send in the report that you exported

earlier. So for now, please hang on to it.
That is it.

Thank you for reporting software bugs to us!
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Contact & Downloads

As was described above, you can contact us to submit your bug reports. For any other inquiries you can reach us at the
following URL:

https://dennisbabkin.com/contact

Note that although we encourage you to send us suggestions for improvement, we DO NOT provide tech support for our
free software. Please respect our time and do your own research before contacting us.

Additionally, if you want to download your free copy of this app, or want to include it in your magazine (periodical), please
use the following link:

https://dennisbabkin.com/utilities/#WinApiSearch

Note that we DO NOT advise downloading this app from ANY other location as it may contain adware.

Thank you for using WinAPI Search app!

©2019 dennisbabkin.com. All Rights Reserved.
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